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AND NETWORK
SECURITY

COURSE OUTCOMES (CO): Students are able to

1. Explain Basic Principles, different security threats, countermeasures, foundation course of
cryptography mathematics and Symmetric Encryption. (K2)

2. Classify the basic principles of Asymmetric key algorithms and operations of asymmetric
key cryptography. (K4)

3. Design Cryptographic Hash Functions as SHA-3 and Digital Signatures as Elgamal. (K6)

4. Explain the concept of Revise Key Management and Distribution and User
Authentication.( K3)
5. Determine the knowledge of Network and Internet Security Protocols such as

S/MIME. (K5)
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Recommended Text Books for Reading:

Text Books: -
T1: Behrouz A Forouzan, Deb deep Mukhopadhyay, Cryptography and Network Security,

McGraw Hill, 3rd Edition, 2015
T2: William Stallings, Cryptography and Network Security, Global Edition, 7e Pearson,

2017

Reference Text Books:
R1: Bernard Meneges, Network Security and Cryptography, Cengage Learning, First

Edition, 2018
WEB RESOURCES
W1:: https://www.brainkart.com/subject/CRYPTOGRAPHY-AND-NETWORK -
SECURITY-PRINCIPLES-AND-PRACTICE 136/

W2: http://ece.uprm.edu/~noack/crypto/textslides/ch?.ppt
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